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Fraud and Scams
• Credit cards

• Social Security impersonation scams

• Telephone and mobile services

• Robocalls/unsolicited phone calls

• Foreign money offers and counterfeit check
scams.

• Sweepstakes scams/Jamaican lottery scams

• Internet auctions
• Impostor scams
• Shop-at-home and catalog sales.

• Romance scams
• Computer tech-support scams

• Grandparent scams

• Internet services

• Internal Revenue Service impersonation
scams

• Debt collection

• Elder financial abuse

• Identity theft

Top 10 Most Common Consumer Complaints Per AARP
10.Credit cards. Complaints included account and billing issues, unexpected interest rate changes, late fees and overcharges. The
only surprise here is that the category is so low on the list. Credit card complaints used to be in the top three in past years. However, the
industry may be getting a little help from new congressional legislation limiting credit card companies' ability to impose outrageous fees
and interest rates.
9.Telephone and mobile services. Consumer complaints included charges for calls to toll-free numbers, unauthorized switching of
services (slamming), and misleading prepaid phone card offers. I think the number of complaints in this category would be much higher,
but the FTC doesn't include complaints about outrageous termination fees, which are unfortunately legal.
8.Foreign money offers and counterfeit check scams. The FTC describes this as "letters or emails offering the 'opportunity' to share
in a percentage of millions of dollars that a self-proclaimed government official is trying to transfer illegally out of a foreign country in
return for money." Our response? There is no money for you in Nigeria!
7.Internet auctions. Reports included no delivery or late delivery of goods, goods that are less valuable than advertised, and failure to
disclose all the relevant information about the product or terms of the sale. You could just call this the eBay or Craigslist scam. Before
you click to purchase one of these offers, just remember the AARP member who wrote to us about the $7,000 she wired to get a car
that apparently never existed from a seller who's nowhere to be found.
6.Impostor scams. Scammers pretend to be with a government agency or related to the consumer in order to lure them into a scam
such as a foreign lottery or a prize/sweepstakes offer. If you didn't catch it the first time: THERE IS STILL NO MONEY FOR YOU IN
NIGERIA!

HTTPS://WWW.AARP.ORG/MONEY/SCAMS-FRAUD/INFO-07-2011/10-MOST-COMMONCONSUMER-COMPLAINTS.HTML

Top 10 Most Common Consumer Complaints Per AARP Continued
5.Shop-at-home and catalog sales. Consumers reported various problems, such as undisclosed costs, failure to deliver on time, non delivery, and
refusal to honor guarantees. Many of these situations could be avoided with a little online research. Shop somewhere else if you find more than two
unresolved complaints with the Better Business Bureau or below a 90 percent rating on Amazon, Yelp! or Bizrate. RipOffReport.com is also a good
place to check.
4.Prizes, sweepstakes and lotteries. In this category, the FTC includes "promotions for 'free' prizes for a fee; foreign lotteries and sweepstakes
offered through the phone, fax, email or mail; etc." Are you beginning to see a pattern here? This is the third category dealing with what are basically
get-something-for-nothing scams. The abbreviation TANSTAAFL first appeared in the 1930s. It stands for "There Ain't No Such Thing as a Free
Lunch." It's as true today as it was then.
3. Internet services. Problems with Internet service providers (ISPs) involve trial offers, account issues, undisclosed charges, spyware, adware,
malware and social networking services. In our experience, the biggest problem for consumers dealing with Internet companies is that there is often
no storefront or place to go to complain in person. Always, always, always pay with a credit card from a bank with which you have a great customer
relationship, so that the bank will be more likely to believe you than the vendor.
2. Debt collection. Consumers reported debt collectors for all kinds of illegal and unethical behavior, including calling continually, misrepresenting the
amount or status of debt, failure to send written notice, and even profane language. Kicking a guy when he's down is unkind and, in many cases,
illegal. If you're being harassed, get familiar with the Fair Debt Collection Practices Act and quote it next time you're called. You'll sleep better at night
And, the most reported consumer complaint to the FTC is (drum roll please):
1. Identity theft. The FTC describes this as "when someone appropriates your personal identifying information (like your Social Security number or
credit card account number) to commit fraud or theft. Hey, wait a minute! How is this a consumer problem? After all, identity theft is really your
financial institution giving general funds to the wrong person but deducting it from your account. That person might be claiming to be you, but isn't
"giving money to the right person" a bank's basic job description? If they can't do that, what good are they? And why does it become your problem to
fix if the bank doesn't have a method to make sure they give your money to you? I advise keeping track of all expenses incurred as a result of any
"identity theft" incident and demanding compensation from the failing institution..
HTTPS://WWW.AARP.ORG/MONEY/SCAMS-FRAUD/INFO-07-2011/10-MOST-COMMONCONSUMER-COMPLAINTS.HTML

Credit Card Scams
Credit Card Skimming
Credit and debit card skimming devices fit over real
card readers, and are strategically designed to look like
the authentic readers. When you swipe your card, the
skimmer captures the information associated with the
magnetic strip, such as credit card numbers and PINs,
and stores it.
There are similar devices that replicate keypads,
allowing fraudsters to capture PINs by other means.
And in some cases, thieves may set up tiny hidden
cameras nearby to spy on people as they enter their
PINs.
Shimmers are paper-thin devices with their own
readers and storage, which are inserted into the slots
in card terminals. When a card is dipped into the
device, the information is stored in the shim. While the
information stored in the shim can’t be used to
replicate another chip card, scammers can create a
version of the stolen card with a magnetic strip.

Identity Theft
❖ Existing account takeover identity theft
The most common type of identity theft occurs when criminals access your existing accounts. Once they break in, fraudsters can charge
your credit cards, file claims against your insurance policies, or otherwise drive your finances off a cliff.
❖ New account identity theft
A thief can create a totally new account under your name using a variety of tactics. That might include digging credit card applications out
of your trash and submitting them. Or it might involve scouring the Internet for your personal details.
❖ Tax identity theft
You may not enjoy filing your taxes, but it's better than having an identity thief file them. Criminals use sophisticated scams to get their
hands on your PII. Later, they may file a return and claim a refund.
❖ Medical identity theft
Medical identity theft could create a series of problems, and at least one of them is dangerous to your health. When an identity thief uses
your health insurance to get medical care in your name, doctors may update your records with the imposter's medical information. This
could lead to another doctor using the wrong information when treating you.
❖ Senior identity theft
Seniors face the same types of identity theft as other adults do. They may struggle with tax fraud, accounts being taken over, medical
identity theft, and more. But seniors are more vulnerable to identity theft scams because they're often more trusting, less likely to
monitor their financial accounts, have greater savings, or don't know what threats to look out for. This could result in greater financial
loss, with little knowledge on how to address it and little money to fall back on.

❖ Criminal identity theft
When a criminal gives someone else's information to a police officer, it's called criminal identity theft. The criminal may even have fake
paperwork, like a copy of a driver's license, to back up the fake identity. If you're a victim of this type of theft, you may not be aware it
happened until you apply for a position where you have to pass a background check.

HTTPS://WWW.LIFELOCK.COM/LEARN-IDENTITY-THEFT-RESOURCES-TYPES-IDENTITY-THEFT.HTML

Power of Attorney Abuse
Not every type of financial abuse against elders is perpetrated by a stranger. Sometimes family
members or close friends scheme to take advantage of an elderly person’s declining faculties. One
common type of fraud involves a financial power of attorney. This is a document that gives a person
the authority to act on behalf of another person regarding financial matters, such as bank accounts.
(There are other types of powers of attorney as well, such as health care powers of attorney, but
scams generally involve financial powers of attorney.) A power of attorney is a useful instrument in
most situations, allowing a loved one to help an elderly person manage their finances. When it is
abused, though, the elderly person may lose their savings and assets to an unscrupulous family
member whom they should not have trusted.
You can take legal action against someone who perpetrates a power of attorney scam. However,
preventing the scam in the first place is usually a better strategy. You should not grant a power of
attorney to anyone whom you do not fully trust, and you should not release it in any situation in
which this is not necessary. Sometimes a power of attorney is needed only temporarily, in which case
the elderly person should take it back as soon as it is no longer necessary. You should be suspicious if
the person who holds the power of attorney transfers property into their own name. When this
happens, you should promptly demand the return of the property and an accounting of their actions.

HTTPS://WWW.JUSTIA.COM/ELDER-LAW/ELDER-ABUSE/POWER-OF-ATTORNEY-SCAMS/

Social Security Scammers
Crooks are turning to email as a way to steal Social Security benefits,
often including official-looking attachments to make them seem legit, a
new warning from the government says.

Social Security will never send you an email asking you to provide your personal data, such as
your Social Security number, date of birth or other private information. It also will never:
Threaten you with arrest or other legal action if you don't immediately pay a fine.

The emails are the newest variant of Social Security phone scams,
where scam artists impersonate government officials and claim they are
trying to resolve identity theft or other problems with a Social Security
account. The fraudsters may threaten you with arrest or claim that they
can increase your benefit in an effort to get you to send them money.
Typically, they ask for payment via gift cards, cash, prepaid debit cards,
wire transfers or even bitcoin.

Increase your benefit in exchange for a payment.

The Social Security Administration's watchdog, known as the Office of
the Inspector General (OIG), says victims receive emails with attached
letters that appear to be from Social Security or the OIG. The documents
may use official-looking letterhead and government jargon to convince
victims they are legitimate; they also may contain misspellings and
grammar mistakes. The con artists, who typically reach out by phone,
send the e-mails to give their scams a patina of legitimacy.

Tell you that your Social Security number has been suspended.

Require a specific means of debt repayment, like a prepaid debit card, gift card or cash, or
demand an immediate payment.
Ask for your credit or debit card numbers.

Send official letters or reports with personally identifiable information in an email.

The Social Security Administration (SSA) says it received more than 450,000 impostor
complaints — or 1,230-plus a day — during the year ending Sept. 30. The figure is a 2,856
percent increase over the prior year, when there were only 15,221 complaints.
Separately, the Federal Trade Commission logged 138,548 Social Security impostor
scams through the first nine months of 2019, up from 39,426 a year earlier.

TIPS: IF YOU THINK YOU’VE BEEN A VICTIM OF A SCAM OR WOULD LIKE TO REPORT FRAUD CALL
THE FRAUD WATCH NETWORK HELPLINE AT 877-908-3360. ANYONE CAN BECOME THE VICTIM OF A
SCAM, IT’S IMPORTANT TO BE VIGILANT AND KNOW YOUR VULNERABILITIES. FOR INSTANCE, IF YOU ARE
LOOKING FOR A JOB YOU ARE MORE VULNERABLE TO A WORK-AT-HOME SCAM.

HTTPS://WWW.AARP.ORG/MONEY/SCAMS-FRAUD/INFO-2020/SOCIAL-SECURITYEMAIL.HTML

Computer/Phone Scams

Tools in a Fraudster's Toolbox
Criminals hunger for your Social Security number, date and place of birth, mother's maiden name, and other identifiers. They
siphon information from data breaches, the dark web and public sources such as social media sites and employee
directories. Using subterfuge, they have no qualms about trying to pry it directly out of you. This personal data fuels a long list
of financial crimes. Here are a dozen of the most common tactics used by scammers to fool victims and perpetuate fraud.

❖ Spoofing
Does caller ID show the same area code and prefix as yours? That incoming call could be from anywhere
— even a foreign country. Spoofing is falsifying data on caller ID to disguise who's on the line. In a bid
for authenticity, the spoofed number could belong to a legitimate government agency or a business
known to you.
❖ Phishing
So-called “phishing” emails, calls, texts and letters try to trick you into sending cash or disclosing
personal information. Or, the correspondence aims to allow a bad actor to infiltrate your computer
device and steal sensitive information. Microsoft, for example, has warned that cybercrooks send
phishing emails from rnicrosoft.com—note the “r” and “n” were combined to appear at a glance as an
“m.” The word phishing — which dates to 1996 — combines “fishing” and “phreaking,” the latter a term
for using an electronic device to avoid paying for phone calls, says Merriam-Webster. Phreaking likely
was born from the marriage of the words “phone” and “freak."
❖ Fake profiles
Anybody can disguise his or her identity on social media, dating platforms or other sites. In 2019, the
Pentagon warned about an increasing number of impersonator accounts on Twitter that hijacked the
identity of Marine Gen. Joseph Dunford, then chairman of the Joint Chiefs of Staff. That prompted the
Air Force chief of staff to chime in: “The same goes for me — I won't ask for money, your email account
or other personal information. Please continue to report impostor pages."

HTTPS://WWW.AARP.ORG/MONEY/SCAMS-FRAUD/INFO-2020/FRAUDTACTICS.HTML

Computer/Phone
Scams
❖ Fake claims
Bad actors use a variety of scripts to persuade you
to open your wallet and drain your financial
accounts. Examples: “You'll be arrested if you don't
…” or “You've won a prize, but first must pay …."

❖ Fake names, credentials and badge numbers
Names, titles and such may suggest authority, but in
reality be phony baloney.
❖ Computer pop-ups

Pop-up warnings can show up on your computer.
Alarms may sound. Click on a suspicious link or
open an attachment and malware — that's software
used for malicious purposes — can compromise
your computer system and steal your data. Never
call the phone number that appears on a computer
pop-up.
HTTPS://WWW.AARP.ORG/MONEY/SCAMS-FRAUD/INFO-2020/FRAUDTACTICS.HTML

Robocalls
Advice from federal officials:
Federal officials urged Americans to report calls from impostors and other scams
to law enforcement.

To avoid impostor scams, they said:
❖ Do not be persuaded into making an immediate financial decision; consult a
family member or friend first.
❖ Do not give out your personal or financial information to anyone you do not
know.
❖ Reduce unwanted phone calls by using a call-blocking service.
Know that a U.S. government agency will never demand payment of a debt using
gift cards, cash or another hard-to-trace method.
About 58.5 billion Robocalls — a record — bombarded phones in the U.S. in
2019, and 25.9 billion, or 44 percent, were scam calls, according to an industry
estimate. Huge numbers of internet-based calls can be made every day at very
little cost to con artists, even those overseas.

THE PROCESS OF WHICH ROBOCALLS HAPPEN

Romance Scams

Romance scams, and the millions of dollars lost to them, have
jumped dramatically in recent years, even as experts say many
cases still go unreported because victims are embarrassed or
ashamed. Between 2015 and 2019, there were 84,119 romancescam complaints filed with the Federal Trade Commission (FTC).
That's roughly equal to the population of Santa Fe, New Mexico.
Online daters of all ages have fallen victim to the cruel crooks who
break hearts and empty bank accounts. But an FTC review of 2018
cases found that while the overall median loss resulting from a
romance scam was $2,600, the median jumped to $10,000 when
the victim was age 70 or older.
To shed light on why people succumb, a social psychologist, a
cybercrimes expert and a Secret Service agent share insights into
romance scammers and offer advice on how to protect yourself
from these heartless offenders.
HTTPS://WWW.AARP.ORG/MONEY/SCAMS-FRAUD/INFO2019/ROMANCE.HTML

Current/Active Scam Reports

This AARP Fraud Watch Network scam-tracking map is generated using user-submitted
reports and is intended to show general trends in reported scam activity. AARP does not
independently verify scam reports, nor does AARP guarantee the veracity of all reported
scams.

HTTPS://WWW.AARP.ORG/MONEY/SCAMS-FRAUD/TRACKING-MAP/

Safeguards to Protect Yourself
POWER OF ATTORNEY
• Trust but verify.
• Avoid appointing anyone with
substance abuse, gambling, or
who mismanages money.
• Tell others about your POA.
• If needed, change, cancel, or
revoke the POA.
• Avoid appointing hired
caregivers and helpers.
• Beware of new “best friends”
who offer to manage your
money.

ABUSE BY CAREGIVERS AND IN-HOME HELPERS
• Secure your valuables, such as jewelry.
• Secure private financial papers (checks,
financial statements, credit cards, etc.).
• Require receipts for purchases.
• Do not let hired caregivers/helpers open
your mail, pay your bills, manage your
finances.
• Never promise money or assets after you die
in exchange for care now.
• Never lend money or personal property.
• Don’t put persons other than your
spouse/partner on the title to your home.

Safeguards to Protect Yourself
INVESTMENT FRAUD & ABUSE
•
•
•
•

Check out the financial adviser.
Take time to understand your choices.
Say “no” to pressure.
Be wary of salespeople who prey on
fears or promise returns that seem
“too good to be true.”
• Shop around and get a second
opinion.
• Make checks payable to a company or
financial institution, never an
individual.
• Be aware that some “free seminars”
are marketing techniques.

PHONE SCAMS
• Never “pay to play.”
• You cannot win a contest you didn’t enter.
• Be suspicious of pressure to wire funds or
send pre-paid cards.
• Pay attention to warnings from your financial
institution.
• If the caller claims an emergency, check it out
at a number you know to be valid.
• Be wary of requests for secrecy.

Safeguards to Protect Yourself
COMPUTER/INTERNET
• Use trusted security software and make
sure it is updated frequently.
• Do not email financial information or
account numbers.
• Be cautious about opening attachments
and downloading files, regardless of the
source.
• Use passwords that are hard to guess.
• Shut down your PC when not using it.
• Do not open messages from an
unfamiliar sender.
• If you open a suspicious message, delete
it; do not click on links or call telephone
numbers listed in such messages.

IDENTITY THEFT

•
•
•
•
•
•

Protect your personal information.
Protect incoming and outgoing mail.
Sign up for direct deposit.
Use a shredder to destroy “financial trash.”
Monitor bank accounts and credit card bills.
Review your credit record annually and
report any fraudulent activity.

Safeguards to Protect Yourself
MEDICAL IDENTITY THEFT
• Protect your Medicare/Medicaid and
insurance cards.
• Review Medicare/Medicaid Summary
Notices (MSN), insurance Explanation of
Benefits (EOB) statements, and medical bills.
• Be careful about sharing personal
information.
• Beware of offers for free equipment, services
or goods in exchange for your
Medicare/Medicaid number.
• Shred papers with your medical
identification information and destroy
prescription labels before throwing them in
the trash.

CONTRACTOR FRAUD

• Verify the identity of anyone claiming to be a
government employee.
• Obtain written bids from local contractors.
• Avoid contractors who approach you.
• Check for licenses and complaints.
• Check references.
• Require a clearly written contract.
• Don’t pay in advance; never pay cash.
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